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Coalition Control

Detect, assess, and mitigate your company’s risk

Coalition Control® is the industry’s leading In addition to proactively detecting
cyber risk management platform, powered these cyber threats, Control guides you
by the same proprietary technology and through mitigating them before they
data used to underwrite and protect 90,000+ turn into attacks — with expert guidance,
policyholders, that can help you detect, assess, self-service remediation steps, our own
and mitigate cyber threats before they turn security solutions, and a network of trusted
into attacks. We leverage machine learning cybersecurity partners.

and Al to analyze live data and scans from

public data sources alongside our proprietary Active Insurance policyholders receive
incident, claims, and infosec data to create the full access to Control and can learn more
most actionable, comprehensive view of your or log in at coalitioninc.com/control.

cybersecurity posture and which active security
issues are most likely to be exploited.
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Key Features

NOX
Attack Surface Monitoring (ASM)

Control monitors and detects risks across your entire external
digital footprint, including assets, apps and services, data leaks,
and phishing risks.
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Personalized Cyber Health Rating and Risk
Assessment

Control utilizes a combination of attack surface monitoring,
proprietary threat intelligence, and patching cadence insights

to produce a Cyber Health Rating and a comprehensive report
with detailed information into every security finding and its
severity, along with a prioritized action plan to help mitigate the
risks. Control also provides Inherent Risk Rating offering visibility
into external influences such as employee size, industry etc that
impact an organization’s risk profile.
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Third-Party Risk Management

Monitor suppliers and vendors as an extension of your organization
that may pose a threat.
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Lookalike Domain Management

Receive alerts for any public web domains that might
be pretending to be you and request their removal.
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Alerting & Security Notifications

Get platform and email notifications of any critical vulnerabilities,
including zero-day alerts, we find to help protect your business.
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Expert Guidance & Advice

Get detailed security recommendations from our team of expert
security and threat analysts to help you address areas of concern
quickly and confidently.
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On-Demand Rescans

While we rescan your attack surface monthly and update any
findings that appear resolved, users can request that we rescan
specific vulnerabilities any time, to improve their posture sooner.
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Coalition Security Copilot

CoalitionAl Security Copilot can help you gain details on
vulnerabilities, understand contingencies, and ask about ways to
resolve security issues, providing you with expert guidance and
self-service remediation steps to help you mitigate risks before
they turn into attacks.
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Security Checklist

A streamlined, questionnaire-based guide for small and medium-
sized businesses to establish security controls in various areas,
such as remote access, emails, devices, network, access control,
and incident readiness and assess against cybersecurity
frameworks such as National Institute of Standards and
Technology (NIST).
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Resolve Vulnerabilities with Attestation
and/or Evidence

Let us know if or when you've taken steps to address specific
vulnerabilities by resolving each with attestation and/or evidence
of the measures you’ve taken, improving your posture and overall
risk score.
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Internal Risk Monitoring with Integrations

Integrate Microsoft 365, Google Workspace, Amazon Web Services,
and SentinelOne to easily access and monitor key security controls
across your services from one location. Mitigate security risks
associated with unauthorized access, misconfigurations, and more
with a unified visibility of cyber risks.

Security Solutions & Services from Our
Cybersecurity Partners

Coalition partners with leading cybersecurity companies to offer
the right tools to address risks, vulnerabilities, and contingencies.
Control users enjoy exclusive savings on these world-class
cybersecurity solutions.
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An end_to_end cyber risk Whether you're a business leader, a risk

professional, or a technical user, Coalition Control

ma nagement platform is the only cyber risk management platform that

is powered by the same proprietary technology
tO h9||0 yOlI protect and data we use to insure and protect hundreds

of thousands of businesses, that helps you detect,

your bUSIness assess, and even mitigate risks before they strike.

(’& Business Leader * Gain deep visibility into your infrastructure and attack surface.

Invite internal and external members of your security and/or IT teams to use ASM and follow
security recommendations.

See your risk easily with intuitive graphs and robust data visualizations.

[]1 Security User Monitor your attack surface with deep scans of all IP addresses, domains, assets, and ports.

Get alerts on newly discovered vulnerabilities, including specific zero-day threats, as
recommended by Coalition’s expert threat analysts.

Get specific remediation recommendations based on vulnerabilities found on your
organization’s attack surface.

® Risk Professional * Enjoy exclusive savings from leading cybersecurity vendors including SentinelOne, Okta,
and Malwarebytes.

Get ongoing monitoring to help lower your risk and help reduce the likelihood of loss to
your organization.

Monitor suppliers and vendors as an extension of your organization that may pose a threat.

Find your organization’s credentials that are exposed on the dark web.

Track your organization’s security hygiene over time with powerful data visualizations and tables.

{C} IT User

See the potential correlation between security vulnerabilities and their exact location(s) on
your infrastructure for rapid remediation.

Use easy-to-follow recommendations that are specific to your organization’s attack surface
to remediate issues and reduce risk.
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Coalition Security Solutions
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Coalition Incident Response (CIR*)

CIR is available to Coalition insurance policyholders before,
during, and after a cyber event to enable them to respond
quickly and decisively to any threats — or the appearance
of threats — against their organization.
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Coalition Managed Detection and Response** (MDR)
[Add-on]

Get 24/7 threat monitoring and unlimited remediation from
our expert team without breaking your budget. Coalition MDR
combines industry-leading endpoint detection and response
(EDR) technology, cybersecurity expertise, and insights from
our proprietary data sources to respond to threats across
endpoint, cloud, and identity security — minimizing or even
eliminating the impact of a cyber incident. Learn more
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Coalition Cybersecurity Partners

o
Coalition Claims Teams

When the worst happens, and a breach or covered
event has occurred, the Coalition claims team gets
to work right away to mitigate the impact on your
organization.
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Coalition Security Awareness Training (SAT)
[Add-on]

Strengthen your employees’ cyber defense with
engaging training content, real-life stories, and
live phishing simulations to help meet compliance
and protect your data. A robust training solution,
purpose-built for small and medium businesses,
Coalition SAT enables you to deliver training within
minutes, track and manage your human security
risk alongside other cybersecurity risks directly
within Control. Learn more

Access unique offers on leading cybersecurity solutions from partners offering world-class technology. Whether your
organization needs to secure identities, email accounts, or endpoints, Coalition’s cybersecurity partners make it easy
to adopt a defense-in-depth security strategy quickly, confidently, and affordably.
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Insurance products are offered in the U.S. by Coalition Insurance Solutions Inc. (“CIS”), a licensed insurance producer and surplus
lines broker, (Cal. license # OL76155) acting on behalf of a number of unaffiliated insurance companies, and on an admitted basis
through Coalition Insurance Company (“CIC”) a licensed insurance underwriter (NAIC # 29530). See licenses and disclaimers.
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