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Phishing often leads
to funds transfer
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A staff member of a conveyancing firm fell victim to social engineering through a
phishing email they received from a client and as a result, a threat actor gained
access to their Microsoft Office 365 account and changed settings. The threat
actor set up a number of auto-deletion and auto-forwarding rules in the email
account. At the same time, they also set up a spoof email address, impersonating
the firm. The firm became aware of the incident when a client claimed to have paid
an invoice but the firm had not received the funds.

Legal and forensic experts from Coalition Incident Response! were engaged
quickly to assist the conveyancing firm with the investigation. It was discovered
that the threat actor had communicated with 17 clients in total.

All 17 clients were contacted promptly. In total, only two fell victim to the
impersonation fraud from the threat actor. The policyholder also had legal
obligations to notify the ICO and Council for Licensed Conveyancers. Legal
experts assisted with this.

The investigation found that the threat actor was observing communications in the
mailbox and intercepting client communications at the appropriate time using the
spoof email address to trick clients into thinking that the policyholder’s bank details
had changed. Any replies that might alert the account owner to the deception were
auto-deleted by the rule that had been set up by the threat actor.

Coalition Claims quickly engaged legal and forensic assistance. We worked with
the experts and the conveyancing firm to investigate quickly, and helped their
clients recover their money from the respective banks.

Lessons Learned: Phishing is often just the beginning

Even if a firm has the capability to investigate a phishing attack internally, it’'s
always worth notifying Coalition Claims immediately. Phishing often leads to funds
transfer fraud and the earlier we catch it, the more likely we can help to recover
any stolen funds.
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