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Even with Multi-Factor
Authentication in place
and regular phishing
training, human error
can still be the cause
of a cyber attack.

Policyholders should
always contact
Coalition Claims if they
feel there may have
been an incident, even
if it seems innocuous.
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This barrister chambers had good security controls in place when they
came on cover and our scans didn’t pick up any critical vulnerabilities.
They also provide regular phishing email training to their employees but
unfortunately, an employee still fell victim to a sophisticated phishing
attack, clicking on the link in the email, and verifying her details over the
phone as part of the multi-factor authentication process. The firm quickly
contacted Coalition Claims when they realised that phishing emails had
been sent to their clients from the employee’s email account, and clients
had begun contacting them to verify legitimacy.

Forensic and legal experts were engaged immediately. Although initially
this event looked like a standard business email compromise whereby the
threat actor was looking to use the client as a springboard for a wider
phishing email campaign, it was in fact discovered that the threat actor
had used a tool to download the employee’s entire mailbox, meaning
everything contained within it was considered compromised. This
included highly confidential and sensitive personal data belonging to
solicitor firms and end clients for whom the barristers acted, case and
trial information, as well as data relating to criminal, family and medical
cases. This inevitably led to wider legal obligations and increased costs.

By immediately engaging appropriate experts, Coalition Claims was able
to determine the extent of the incident and work with the client to help
them manage the incident.

Lessons Learned: Even with training, humans
make mistakes

Even with Multi-Factor Authentication in place and regular phishing
training, human error can still be the cause of a cyber attack. Firms that
handle sensitive data and documents should ensure secure access
controls and robust processes for client communication that do not rely
on email alone. Policyholders should always contact Coalition Claims if
they feel there may have been an incident, even if it seems innocuous.
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