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National Law Firm 
Hit by Business 
Email Compromise

The law firm fell victim to a business email compromise caused by a 
successful social engineering attack. They discovered the incident when 
clients started to contact them to let them know they were receiving 
suspicious looking emails.

Our forensic experts, Coalition Incident Response1, and legal experts were 
immediately engaged. Initially, it was thought that the threat actor was 
simply using the law firm’s email account as a springboard to launch more 
phishing email campaigns; however, the forensic investigation discovered 
that the breach went further and that the attacker had been inside the email 
account looking for usable information and accessing confidential 
documents and personal data. 

This led to legal obligations for the law firm, including notifying the 
Information Commissioner’s Office (ICO) and individuals whose personal 
data had been compromised. A PR expert was engaged to assist with 
communications.

By immediately engaging the correct help, we were able to quickly contain 
the incident, determine the extent of what had happened, and provide 
additional support where needed. Our claims team worked quickly to 
coordinate all experts, to ensure a seamless process and fast action in 
what was a stressful scenario for the policyholder.

Business email 
compromise events can 
sometimes seem fairly 
innocuous; however, 
forensic investigation is 
worthwhile to 
determine how serious 
an incident is and what 
information has been 
compromised.
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1. Breach response included the engagement of an incident response firm; the insured selected Coalition’s affiliate, Coalition Incident Response 
via firm panel.

Lesson Learned:  Not all business email 
compromise is straightforward

Business email compromise events can sometimes seem fairly innocuous; 
however, forensic investigation is worthwhile to determine how serious an 
incident is and what information has been compromised. This is especially 
important for law firms where sensitive and personal data is regularly 
processed.

KEY COVERAGES

Breach response
Crisis management
Public relations

The descriptions contained in this communication are for preliminary informational purposes only. Coalition is a trading name of Coalition Risk Solutions Ltd. which is an appointed 
representative of Davies MGA Services Limited, a company authorised and regulated by the Financial Conduct Authority (FCA), registration number 597301, to carry on insurance 

distribution activities. You may check this on the FCA register by visiting the FCA website www.fca.org.uk. Coalition Risk Solutions Ltd. is registered in England and Wales: company 
number 13036309. Registered office: 34-36 Lime Street, London, United Kingdom, EC3M 7AT. Copyright ©2024. All rights reserved. Coalition and the Coalition logo are trademarks of 

Coalition, Inc. 

The claim scenarios described here are intended to show the types of situations that may result in claims. These scenarios should not be compared to any other claim. Whether or to 
what extent a particular loss is covered depends on the facts and circumstances of the loss, the terms and conditions of the policy as issued and applicable law

http://coalitioninc.com

