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Business email
compromise events can
sometimes seem fairly
INnnocuous; however,
forensic investigation is
worthwhile to
determine how serious
an incident is and what
information has been
compromised.

The law firm fell victim to a business email compromise caused by a
successful social engineering attack. They discovered the incident when
clients started to contact them to let them know they were receiving
suspicious looking emails.

Our forensic experts, Coalition Incident Response?, and legal experts were
immediately engaged. Initially, it was thought that the threat actor was
simply using the law firm’s email account as a springboard to launch more
phishing email campaigns; however, the forensic investigation discovered
that the breach went further and that the attacker had been inside the email
account looking for usable information and accessing confidential
documents and personal data.

This led to legal obligations for the law firm, including notifying the
Information Commissioner’s Office (ICO) and individuals whose personal
data had been compromised. A PR expert was engaged to assist with
communications.

By immediately engaging the correct help, we were able to quickly contain
the incident, determine the extent of what had happened, and provide
additional support where needed. Our claims team worked quickly to
coordinate all experts, to ensure a seamless process and fast action in
what was a stressful scenario for the policyholder.

Lesson Learned: Not all business email
compromise is straightforward

Business email compromise events can sometimes seem fairly innocuous;
however, forensic investigation is worthwhile to determine how serious an
incident is and what information has been compromised. This is especially
important for law firms where sensitive and personal data is regularly
processed.
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